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Abstract. Many public cryptography schemes rely on the use of prime numbers like for encryption and

decryption. A prime number is one number that is widely used and large and consists of hundreds of digits,
so it takes time to test whether the numbers are prime or not. Miller-Rabin is one algorithm that could be

used to test prime number. Simulation to show how to test non-prime number elimination process can be
used to determine the workings of the Miller-Rabin algorithm and also could be used as a media learning

for students and lecturers to know how prime number test and generation.

1 Introduction

In mathematics, prime numbers are natural numbers that
only have two factors, namely the divisor is 1 and the
number itself [1]. The uniqueness of prime numbers is
widely used in cryptographic algorithms especially on key
generation [2—4], the strength of a cryptography algorithm
depends on the key used [5—7] and prime number is one
of the factors that determine the strength of security [8—
10]. Few algorithms using a prime number for the key is
RSA, RC4 and Blowfish algorithm using the prime
number in p and q key for encryption and decryption
process [ 11-14], this prime numbers become essential not
only in mathematics but also in computer science.

The problem that arises is that the prime number is
infinite. Not only that, many numbers are glimpsed like
primes, but in reality they are not [1,15]. This problem
causes the search for prime numbers takes longer time for
using as key in cryptography algorithms. An alternative
that can be used to overcome this problem is to use the
prime test algorithm [15].

One of the prime number tests is Miller-Rabin
algorithm. The algorithm works by utilizing the Fermat
method where each number tested will go through the
process of elimination based on the probability of the
prime rate of that number [16]. The output of the Miller-
Rabin algorithm is entirely accurate, and the workflow is
easy to follow, this reason makes Miller-Rabin algorithm

*Corresponding author: usurobbi85@zoho.com

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution

License 4.0 (http://creativecommons.org/licenses/by/4.0/).

suitable to be implemented in the form of a prime
generator software, especially simulation software and
also it can be used for security and education purpose.

2 Methodology

2.1 Prime Numbers

The prime number is a positive integer a, where a > 2 can

only be divided by 1 and the number itself. The nature of

division of integers gives birth to the concepts of prime

numbers and modulo arithmetic [1,15,17-19]. Most

public-key algorithms use prime numbers as one of their

parameter values [20,21]. There are several important

properties that only prime numbers have:

a. All prime numbers are odd numbers, except 2.

b. The number of primes that will not exceed x is @
(X)<x.

c. Hadamard Poussin's theorem states that approach
expresses the number of primes for x — oo:

d. Any positive integer more than one has a prime
divisor.

e. Ifnisacomposite number, then it has a prime factor
not greater than Vn.

f.  Any integer greater than 1 can be denoted singly as a
result of multiplication of prime numbers.
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g. If the prime number p divides the positive integer n
al, a2, ..., an, then there ai, 1 < i < n, such that p
divides ai.

h. Two consecutive odd numbers p and p + 2, both of
which are prime numbers, are called twin prime pairs.
The pair (3.5), (5,7), (11,13), (17,19), (29,31), etc. are
the twin prime pairs.

2.2 Miller-Rabin

The Miller-Rabin algorithm is based on Fermat's theorem
states that ™! = 1 mod n if n is a prime and a root or
solution x of x? (mod n) having at least four roots if n is
complex [22,23].

Miller-Rabin algorithm workflow can be described as
follows:

a. Take a random located at interval 1 <a <n-1 and
then count using equation T = a™ mod nif T==+ 1,
then it is concluded » may be prime.

b. IfT?=1, then it is concluded n compound, and the
algorithm stops. If T? = -1, then n may be primed. If
T2 # 1, proceed to step 3.

c. CalculateT?" = a®*™ mod n. If T?* = 1 then it is
concluded n compound and algorithm will be
stopped. If T ~ (2 ~ 2) = -1 then concluded n may be

prime. If T2® % +1 the process (step 3) is repeated
until T2“7X™ if until the last iteration is obtained
T2 > 1 (T # +1), concluded n compound.

3 Results and Discussion

The simulation of the prime generator using Miller-Rabin
algorithm is performed by generating and testing
randomly generated numbers, and a simple experiment
was to count 13 is it prime or not.
a. Calculating the Value of s and d
Before calculating the value of s and d, first
calculated the value of N-1, where N is the number to
be checked the primes value, from the case example,
we get NV -1 as follows:
N-1=13-1
=12
Next is calculated the value of s and d by using the
formula d * 25 = N-1, where d is a positive odd
number, d> 0 and s > 1.
b. Determining the Level of Accuracy
The process of testing prime numbers will do the
generation of random numbers that serve as test
numbers. The amount of generation of this test
number will determine the accuracy of the results of
primes
c. Generating Test Numbers
The Miller-Rabin algorithm uses a random number a,
which will be used to find the value of x through the
following equation: x = a¢ mod N. If the value of x =
1 or the value of x = N-1, then this step will result in
a True wvalue for the test number a.
If the value of x does not meet the above
requirements, search for the next x value by using the
2txd

following equation: x = a“** mod N, where i is

any value from 1 to s-1. If any of the values are x =
N-1, then this step will result in a True value for the
test number a

d. Testing Prime Numbers
After obtaining the value of s, d and a, the next step
is to test the number N. In this case, for example, will
be tested N = 19 with k = 4 accuracy level used.
For k1, we get the test number a = 10. The value of x
obtained is:
x =109 mod19
=1000000000 mod 19
=18
Since the value of x = N-1, then the first test is True.
For k2, we get the test number a = 18. The value of x
obtained is:
x =189 mod 19
=198359290368 mod 19
=18
Since the value of x = N-1, then the second test is
True. For k3, the test number obtained a = 17. The
value of x obtained is:
x =179 mod 19
= 118587876497 mod 19
=1
Since the value of x = 1, then the third test is True.
For k4, the test number a = 9. The x values obtained
are:
X =99 mod 19
= 387420489 mod 19
=1
Since the value of x = 1, then the third test is True.
Since all tests from k1 to k4 are true, it can be
concluded that number 19 is a prime number.

The Miller-Rabin algorithm simulation created using
Java Netbeans displays the result of prime numbers of n
with varying amount of time, the designed app displays
the numbers that are prime numbers and the required
processing time as follows:

= Miller-Rabin Bime Number Generator

MILLER-RABIN

Time

00:00:00:109

235711131719

Fig.1. Application Simulation.

Figure 1 is a simple example of displaying a prime
number of n, the number of # is randomly generated and
then tested by using the prime algorithm individually
stored in the array and then displayed the result, some
other tests as in Figure 2-5 with the value large enough
with varying process time.
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|22 MillrRabin Pime Hurnbes Ganerator

Preferences
Array Bulfer Size 2003 bytes
Mat tuember Random 10,0003
Seniton
MILLER-RABIN
Time
Fish

00:00:01:204

2357111317 18 23 20 31 37 41 43 47 53 59 61 67 71 73 79 83 69 57 101 103 107 109 113 127 131 137 139 149 151 157 163 167 173 179 181 ~
191193 197 19 211,203 227 229 233 739 341 51 357 263 260 371 277 81 203 299 07 341 213 217 331 27 347 149 952 130 367 273 79 30
7 401 403 419 421 431 433 430 443 443 457 461 463 467 470 467 491 409 503 509 521 523 $41 547 557 561 560 571 577 567
1607 $13 617 610 631 441 843 647 833 439-661 73 877 883 891 701 705 715 TI1733 730 143 731 757 281 745 773 737 97 600 W11 83187
927 8201939 03 857 259 Do 877 991 043 847 907 911 91 929 937 831 947 93 0 1008 1013 1019 1021 1001 1032 10
045 1031 1061 1065 1065 1047 1001 1095 1097 1103 1100 1117 1133 1125 1134 1183 1163 1171 1181 1987 1109 1301 1345 1317 1
110 1757 1348 1258 1277 1378 1283 1283 1281 1297 1301 1303 1307 131 131 1327 1361 1387 1373 1381 1399 10 1423 1427 mu u.u
1439 1447 1451 1453 1459 1471 1491 1453 1467 1489 1493 1499 1511 1523 153 1559 1567 1571 1579 1503 1
550 1613 1613 1631 1637 1637 1657 1663 1667 1665 1693 1697 1608 1708 1731 1723 1793 1741 1747 1755 1756 1779 1703 1787 1789 1601 18
111827 1831 1847 1861 1867 1871 1873 1677 1879 1689 1901 1907 1913 1931 1933 1949 1951 1973 1979 1967 1993 1997 1999 2003 2011 201
7 2027 2029 2039 2053 2063 2069 2081 2083 2067 2009 2009 2111 2113 2129 2131 2137 2141 2143 2153 2161 2179 2203 2207 2213 2221 2237
38743 2251 226 2308 2273 2281 2107 2293 2307 2309 2311 2333 7330 2341 2347 2351 2337 2071 2377 261 13 2389 2393 2399 L1
2417 2423 2407 2441 2447 2450 2467 2471 247 2502 2501 2931 2 609 2617 2621 2613 2647 2657 2
566 2671 2637 1583 2687 2489 260 2590 2707 2713 213 718 2939 214 2941 1745 2785 2787 1977 2780 2701 2707 201 2603 2013 28
32037 3043 201 2853 J061 2379 2307 2007 1903 2000 T91T J0LT 1938 2153 2957 1943 2008 471 2978 3001 S0L1 2015 9933 3037 5041 309
9 3061 3067 3079 3083 3089 3109 3119 3121 3137 3163 3167 3168 I181 3167 3191 3203 3209 3217 3221 3229 3251 3253 3257 3259 1271 3299
3201 3307 3313 3319 3323 1329 3131 2343 3347 3359 3361 3371 3373 3369 3391 J407 J413 J413 3449 3457 461 3463 3467 3469 1491 2400
35113617 1537 1530 1631 T8I0 1541 2547 F56T S50 ISF1 D41 FER ISAD IAOT WAL IALT IAID AL PAIT I6AL IASA IATL AT AT A0

& o™

Fig.2. A sample of 10000 number.

- Miller-Rabin Prime Number Generator

Frefwences
Array Bufier Size. 2003 bytes
Max Humber Random 100,000 2
Smasson
MILLER-RABIN
Time
Fintsh

00:00:13:532

121307 21401 21407 21419 21333 21467 21481 21487 21491 21403 21490 21503 21517 2152 520 71557 21559 21563 21560 21577 2 *
1587 21505 21599 21601 1611 21613 21617 21087 21645 1661 2107 2160 21700 21713 21727 11737 21798 31750 21757 21767 21779 717
97 21799 2160 31817 21831 21039 21041 21851 31859 21063 21071 TURDY 21082 31811 21939 2197 21843 2961 31877 21991 21997 22003
22013 22027 22031 22037 22039 2205 3 22079 2209 2111 22123 22129 22133 22147 22153 22157 22190 22
7 31189 T213 13390 T1AT 21298 3211 0TS 7Y 21379 21D m-n um 2007 2243 1240 20367 213308 11381 281 32907 140
222430 T2441 2347 22453 23469 12491 12483 22501 23511 20511 22541 1 22571 22573 22613 22619 22621 22637 22639 2
22669 22670 22631 22697 22699 2. 717 13731 23797 31790 33741 33791 39768 13773 33300 33787 13809 3301 33017 328
:s mm um 247122877 22300 22907 22 um usu 22943 22961 22963 22973 22993 23003 23011 23017 23021 23027 23029 73039 23041
3059 23063 23071 2308 2117 DI 3143 199 23167 1173 23188 1197 TIL 13903 D09 1027 1L 13
369 29279 23201 29390 23397 27311 29431 31337 2971 29330 27357 23960 29371 23398 23417 25431 24T 2458 2

I sy F1530 13548 25557 21501 13563 21567 1581 25593 Z1599 1503 13608 23413 3627 29030 1533 13601 23908 Bheg 29677 2168 2

409 24021 24041 24647 24851 24059 24077 24059 24907 24917 24919 29923 24043 24953 24967

Fig.3. A sample of 100000 number.

. Miber-Rubin Briroe Nurmber Generator

Freferenes
Array Buffer Size. 5003 bytss
Max Humber Random 500,000
Smdason
MILLER-RABIN
Time
Showing result...

00:01:36:078

2357111317 19 23 2931 37 4143 47 53 50 61 67 71 73 79 63 89 97 101 103 107 100 113 127 131 137 139 149 151 157 163 167 173 179 181 ~
191193 197 199 213 723 227 229 733 233 341 251157 203 260 271 277 201 383 793 307 11 303 317 3L 3 47 349 353 390 367 373 379 30
410 421 431 433 439 443 440 457 461 463 467 479 457 491 7 563 569 571 577 587 591 599 6
21807 813 617 835 £31 $41 643 47 633 3% S8 673 677 83 691 70 FOS 718 727 33 738 743 131 757 FGL 745 773 787 T 908 11 823 823
627 620 630 653 657 650 963 677 661 B3 897 907 911 919920 937 941 947 953 967 971 977 953 991 997 1009 1013 1019 1021 1031 1033 103
91049 1051 1061 1063 1069 1067 1091 1093 1057 1103 1109 1117 1123 1129 1151 1153 1163 1171 1181 1157 1193 1201 1213 1217 1223 1229
12311237 1345 1259 1207 1275 1203 1200 1291 1397 1301 1303 1307 1319 1321 1327 1361 1367 1173 L381 190 1409 1423 1427 1428 1423
1439 1447 1451 1453 1459 1471 1481 1483 1487 1469 1403 1499 1511 1527 1531 1543 1549 1553 1550 1567 1571 1579 1583 1597 1
608 1613 1619 1621 1627 1637 1653 1663 1687 1560 1603 1687 1690 1709 1721 1723 1733 1741 1747 1753 17301777 1783 1787 um |an| u
11 1023 LI31 18a7 1961 1067 1971 1073 1477 LI7Y L899 1901 1907 1913 1931 1979 1967 1993 1997
7 2027 2020 2039 2053 2085 2009 2111 2113 2123 2131 2137 2141 2145 2153 2181 2175 2300 2207 2313 2221 2337
1259 2143 2151 2507 1365 1273 2261 1267 2193 2157 2503 1511 1313 1338 2541 1547 1301 2357 273 2317 36 2300 1309 130 2383 21t
3417 2423 2437 2481 2447 2459 2467 3473 2477 2503 2521 2531 2539 2543 2549 2551 2557 2579 2591 3593 600 2617 2621 633 2647 7657 2
655 2663 2671 2677 2683 2607 2689 2680 2680 2707 2711 3713 2719 2729 2731 2741 2940 753 287 2777 279 2791 2797 2601 2003 281928
33 2037 2641 2651 2057 2061 2879 2987 2097 2900 2903 2917 2927 2939 2853 2957 2903 2969 2971 2990 001 011 LS 023 207 2041 304
33001 2067 3075 3003 3006 3105 2118 1431 1137 185 2167 3160 1181 2187 9101 3303 1308 917 1321 1326 3
301 3907 3303 3515 3303 1998 2351 T243 3047 3358 3501 1371 3373 308 381 407 413 43 2esp 2457 3

13253 3257 3259 3271 3299
1 2403 2017 2900 249, 409 .

Fig.4. A sample of 500000 number.

| Miar Batin Prima Number Generator
Frafees
Array Buffer Size 500 3 bytes
Max umbes Random 1,000,000 3
Smssen
MILLER-RABIN
Time

Finish
00.03.18.750
191 o 313333 27230 53 50 241 2237260209 2 2 0 2 259 07 311303317 331337 347 3493933 3 3
o s 207 91 1083 390 547 957 36 563 371 377 307 593 993
07507 613 017 640 631 41 43 017 653 435 0 673 077 3 63 70 108 718 737133 198 43 733 737 T3 708 173 787 197 308 1 531 823
5101 1031 1061 1063 1083 1087 1051 1083 1097 1103 109 1117 1133 113 131 1133 1163 1171 1181 1187 1193 1301 1313 1317 1333 1339

567 1571 1579 156 7
609 1513 1610 1021 1627 1637 1057 1043 1647 1680 187 1000 1899 1708 1721 1723 1733 1ML 147 1733 1799 177 1783 1787 1780 1881 18
11102 1631 1647 101 1067 LU71 LE73 L4T7 1075 1009 1901 1907 1913 1931 1933 1348 1951 1970 1979 1987 1993 1997

9 79 1987 1999 21
4009 2009 2111 2113 2120 2131 2037 2141 2143 2155 2061 2175 2203 2309 2203 2321 1937
2753 1243 1251 7267 2208 2273 2181 2587 2593 1297 1308 3311 2323 2538 1341 2347 2351 2537 1372 2377 2381 1363 1390 183 2908 241
2417 2433 2437 2481 2447 2459 2467 2473 2477 2503 2521 2531 2539 2551 2557 2579 2591 2593 2609 2617 2621 2033 2647 2657 2
559 2663 2671 2677 2603 2607 2600 269 2699 2707 2711 2913 2718 2739 1731 2741 2745 2753 2787 2177 2786 2791 2707 2001 2803 2815 28
33 7837 2843 2851 2857 2861 2879 2867 2997 2903 2909 2917 2927 2939 7953 2957 2961 2959 2971 2999 3001 3011 3019 3023 3037 3041 304
9 3061 3067 3079 3083 3069 3100 3119 3121 3137 3163 3167 3169 3181 3167 3191 3203 3209 3217 3221 3220 3251 3253 3257 3250 3271 1299
3301 3307 3313 3319 3323 3320 3331 3343 3347 3350 3361 3371 3373 3360 3301 3407 3413 3433 3440 3457 461 3463 3467 3460 3491 3409

Fig.5. A sample of 1000000 number.

The experiment shows the number of primes as much
as n number, based on the test that has been done the more
prime numbers generated and tested using Miller-Rabin
algorithm then it takes a relatively long time, one example
is to generate and test as many as 100000 prime numbers
require time 13 second but for 1000000 primes takes 3

minutes, for some experiment can be seen in table 1
below:

Table 1. Prime Number Experiment.

Miller-Rabin
(Second)
10 0:0:0.109
10000 0:0:1.204
100000 0:0:13.532
500000 0:1:36.078
1000000 0:3:18.750

No Prime Number

DN (W|N|—

Based on table 1 it will like this figure 6 below where
the process will take exponential in time.

Process Time Miller-Rabin

1500000 04:19.2

1000000 02:52.8

500000 01:26.4

0 00:00.0
1 2 3 4 5

BN Time == Prime Number

Fig.6. Graph Miller-Rabin process.

The prime numbers generated in the application are
numerous, whereas the use of p and ¢ keys in
cryptography requires only 2 pieces and must use large
number, assuming the key value of p and g above 500000
<10000000 then the required time will not be up to 3
minutes to get value of p and ¢.

4 Conclusion

Testing prime numbers using the Miller-Rabin algorithm
can be done well and the results are also entirely accurate
even up to 1 million prime numbers can be completed by
3 minutes, the Miller-Rabin algorithm is very appropriate
as an additional algorithm in the cryptographic process so
that the determination of the key p and q which are
generally prime numbers in cryptography like RSA, RCS,
Pohlig-Hellman can be generated quickly.
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